
Vol.:(0123456789)

SN Computer Science           (2023) 4:156  
https://doi.org/10.1007/s42979-022-01575-2

SN Computer Science

ORIGINAL RESEARCH

Enhancing Deep Reinforcement Learning with Scenario‑Based 
Modeling

Raz Yerushalmi1,2  · Guy Amir2 · Achiya Elyasaf3 · David Harel1 · Guy Katz2 · Assaf Marron1

Received: 21 November 2022 / Accepted: 16 December 2022 
© The Author(s), under exclusive licence to Springer Nature Singapore Pte Ltd 2023

Abstract
Deep reinforcement learning agents have achieved unprecedented results when learning to generalize from unstructured data. 
However, the “black-box” nature of the trained DRL agents makes it difficult to ensure that they adhere to various require-
ments posed by engineers. In this work, we put forth a novel technique for enhancing the reinforcement learning training 
loop, and specifically—its reward function, in a way that allows engineers to directly inject their expert knowledge into the 
training process. This allows us to make the trained agent adhere to multiple constraints of interest. Moreover, using scenario-
based modeling techniques, our method allows users to formulate the defined constraints using advanced, well-established, 
behavioral modeling methods. This combination of such modeling methods together with ML learning tools produces agents 
that are both high performing and more likely to adhere to prescribed constraints. Furthermore, the resulting agents are more 
transparent and hence more maintainable. We demonstrate our technique by evaluating it on a case study from the domain 
of internet congestion control, and present promising results.

Keywords Machine learning · Deep reinforcement learning · Scenario-based modeling · Rule-based specifications · 
Domain expertise

Introduction

Deep neural networks (DNNs) have been achieving state-
of-the-art results in addressing various tasks. Specifically, 
deep reinforcement learning (DRL) has recently emerged 
as a popular method for training DNNs, in the case of learn-
ing from unstructured data—e.g., in games [1], autonomous 
driving [2], smart city communications [3], manufacturing 
[4], and more [5, 6]. As this trend continues, it is likely 
that DRL will gain a foothold in many systems of critical 
importance.

Although DRL-based agents have proven to be highly 
successful, and demonstrate superior performance to that 
of hand-crafted agents, problematic aspects of this paradigm 
have been observed. One such setback is that there might be 
a discrepancy between the empirical distribution on which 
the DRL agent is trained on, and the actual distribution that 
the agent encounters during its deployment [7]. In addi-
tion, due to the fact the DRL agents employ DNNs, they are 
susceptible to the various vulnerabilities that exist in many 
DNNs [8], such as sensitivity to adversarial perturbations, 
and more. When such issues are discovered, the DRL agent 
often needs to be modified in an additional training process; 
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however, such actions are extremely difficult, due to DRL 
systems largely being considered as “black box” models [9]. 
Specifically, their underlying decision-making process is 
almost impossible to directly interpret. In addition, the DRL 
training process itself is highly time-consuming, rendering 
it infeasible to retrain the agent whenever there is a change 
in either circumstances, or requirements.

In recent years, many works have been published on 
DNN interpretability and explainability [10, 11]. These also 
include tailored techniques that incorporate formal meth-
ods to facilitate DRL-driven reasoning [12]. Although these 
works demonstrate some progress, they are still nascent, and 
typically suffer from limited scalability, and are not suitable 
in the case of industrial-used DRL agents.

In this paper, we address this important gap, by inte-
grating modeling techniques into the classic DRL training 
loop. The main idea behind our approach is to leverage the 
strengths of classical specification frameworks, which are 
typically applied within procedural or rule-based modeling, 
and carry these advantages over to the training loops of 
DRL agents, enabling explicit, classical specifications, to 
directly affect the DRL training. Specifically, we propose to 
occasionally override the calculated reward function [13] 
of the DRL agent, which is then reflected in the return that 
the agent attempts to maximize during its training. Using 
our process, engineers may formulate domain knowledge as 
a specification in their modeling formalism of choice, and 
then inject that knowledge into the computed reward so that 
it reflects the level in which the specification is satisfied. 
This eventually generates a DRL agent that better conforms 
to the predefined requirement specifications of the system.

Our proposed approach is highly generalizable, and 
allows integration of different modeling formalisms into 
the DRL process. In order to demonstrate a proof-of-con-
cept of our approach, and for evaluation purposes, we focus 
on the scenario-based modeling (SBM) [14, 15] scheme. 
In the SBM modeling scheme, a modeler creates a collec-
tion of small, individual scenarios, where each one of these 
scenarios reflects a specific behavior of the system, either 
desirable or undesirable. These scenarios are executable, and 
bring about a fully executable model of the desired global 
behavior of the system in question when combined together. 
We note that one of the key features of SBM is the ability of 
each single scenario to allow the user to specify forbidden 
(unwanted) behavior, which the system as a whole should 
avoid. SBM methods have demonstrated effectiveness in 
modeling systems from numerous domains, including web-
servers [16], cache coherence protocols [17], gaming [18], 
production control [19], transportation systems [20], bio-
logical modelings [21], and others.

During the DRL training loop, the agent may be con-
sidered as a reactive system: it receives an input from the 
environment representing the observation in the current 

time-step, reacts accordingly, and subsequently receives a 
reward depending on its actions, based on which the agent 
may adjust its behavior for the future. In order to integrate 
SBM and DRL, we developed a novel method, which exe-
cutes the scenario-based model and the DRL training loop 
in parallel. Then, we can modify the reward values in order 
to penalize the agent whenever it performs an action that is 
forbidden by the scenario-based model. We argue that this 
process would increase the likelihood that the agent will 
learn the constraints that are expressed through the scenario-
based model, in addition to learning its original goals.

As a case study, we chose to demonstrate our approach 
on Aurora [22], which is a DRL-based agent, trained to 
optimize Internet congestion control. The Aurora agent is 
deployed at the sender node of a communication network-
ing system, and controls the sending rate of packets sent 
out from this node, with the goal of maximizing effective 
throughput of packets. As part of our evaluation, we dem-
onstrate how scenario-based specifications can be used in 
order to improve the training of the Aurora DRL agent, and 
specifically, encourage the agent to demonstrate fairness, by 
preventing it from repeatedly increasing the sending rate on 
the possible expense of other senders deployed on the same 
link. Our experiments show that an agent trained by our 
SBM-driven method is far less likely to exhibit the unwanted 
behavior, when compared to an agent trained by DRL alone, 
thus highlighting the potential of our approach.

The work described in this paper extends our previous 
work [23], in several ways. Most notably, it introduces a defi-
nition of the operational semantics of our new framework; 
and it also includes an in-depth explanation about the inte-
gration of SBM with the AI-Gym [24] DRL training system.

The rest of the paper is organized as follows: in “Back-
ground” section, we provide a comprehensive background 
on scenario-based modeling and on the deep reinforcement 
learning paradigm. In “Integration of SBM into the Reward” 
section, we describe our method, which integrates concepts 
from SBM and DRL, and we describe our experimental 
results in “Case Study: the Aurora Congestion Controller 
DRL Agent” section. Related work is described in “Related 
Work” section, and we conclude our research in “Conclusion 
and Future Work” section.

Background

Scenario‑Based Modeling

Scenario-based modeling (SBM) [14, 15, 25] is a modeling para-
digm, which is designed to facilitate the development of reactive sys-
tems from components with human-understandable behavior. SBM 
methods focus on inter-object, system-wide behaviors, and thus dif-
fer from object-centric paradigms, that are more conventional. In 
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SBM, a system is comprised of components called scenario objects, 
each of these components describing a single behavior (desired or 
undesired) of the system. This behavior can formally be modeled as 
a sequence of events. We note that scenario-based models are fully 
executable: when run, all the scenario objects run synchronously in 
parallel, resulting in a cohesive system behavior.

Thus, the resulting model complies with the constraints 
and the requirements of all the participating scenario objects 
[15, 25].

More concretely, each scenario object may be regarded as 
a transition system, whose states are referred to as synchro-
nization points. The scenario object can transition between 
synchronization points, based on events triggered by a global 
event-selection mechanism. At each synchronization point, 
the scenario object declares events that it requests and events 
that it blocks. These declarations encode, respectively, the 
desirable and forbidden actions of the system, from the per-
spective of the particular scenario object. In addition, sce-
nario objects can also declare events for which they wait, 
hence asking to be notified once these events occur. After 
making those declarations, the scenario object is suspended 
until the occurrence of an event that it requested or waited 
for, at which point the scenario resumes and may transition 
to another synchronization point.

During execution, the scenario objects run in parallel, 
until they all reach a given synchronization point. Then, 
the event-selection mechanism collects declarations of all 
requested and blocked events. This mechanism first selects, 
and then triggers, one of the events requested by at least 
one of the scenario objects and that is not blocked by any 
scenario.

Figure 1 (originally from Ref. [26]) depicts a simple 
scenario-based model of a toy system for controlling the 
water temperature and fluid levels in a water tank. Each of 
the scenario objects is depicted as a separate transition sys-
tem, in which the nodes represent synchronization points. 
The edges, which represent transitions, are in accordance 
to the preceding node’s requested or waited-for events. The 
scenarios AddColdWAter and AddHotWAter repeatedly 
wait for the WAterloW events to occur, and consecutively 

request the events AddCold or AddHot, respectively, 
three times. Since all of these six events may be triggered 
in any arbitrary order, a new scenario StAbility is intro-
duced, in order to keep a stable temperature level. This, in 
turn, alternately blocks AddCold and AddHot, and thus 
enforces the interleaving of these events. The event log 
depicts the resulting execution trace.

There are various ways to customize the policies for 
selecting which event should be triggered next, out of the 
pool of all events that are requested (and not blocked). 
Common policies for selecting the next event include ran-
domized selection, arbitrary selection, a selection based on 
a look-ahead for achieving certain outcomes, or a selection 
based on some predefined priorities [27, 28].

In practice, SBM is supported in various frameworks, 
both visual and textual. Such examples include imple-
mentations in multiple high-level languages, i.e., C, C++, 
Java, Erlang, and Python (see, e.g., Ref. [15]); other exam-
ples include the language of live sequence charts (LSC), 
where SBM modal sequence diagrams [14, 25] are pro-
duced using SBM-based concepts; and different domain-
specific languages and extensions [20, 29, 30].

An additional trait that renders SBM to be extremely 
useful is that the SBM-driven models facilitate compo-
sitional verification and is amenable to model checking 
[17, 18, 31–34]. Thus, formal verification techniques can 
usually be applied, in order to ensure that a SBM satisfies 
multiple criteria of choice, either as an independent stand-
alone model, or as a single component within a larger sys-
tem. When executing scenario-based models in distributed 
architectures [35–39], these model can automatically be 
repaired by the use of automated analysis techniques [26, 
40, 41]. These techniques are able to update the SBMs 
in various strategies, i.e., as part of the Wise Computing 
initiative [42–45].

For our work presented here, namely injecting expert-
specific knowledge into the DRL training loop, the choice 
of SBM is attractive primarily due to its natural align-
ment with experts’ description regarding the requirements 
specification of the system in hand. Furthermore, SBM’s 
formalism, executability, and facilitating incremental 
development [46, 47] provides additional benefits.

Indeed, although previous research also demonstrated 
the use of SBM to complement DRL, there is significant 
difference—past work has focused mainly on guarding 
an already-trained DRL agent, rather than using SBM to 
actively affect what the agent actually learns [48, 49], as 
we demonstrate in this work.

Deep Reinforcement Learning

Deep reinforcement learning [13] is a popular paradigm 
that is used to automatically train an agent on making 
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Fig. 1  (Originally borrowed from Ref. [26]) A scheme depicting a SB 
model for controlling the temperature and fluid levels in a water tank
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decisions for a given task. During training, the agent 
attempts to maximize an accumulated reward (according 
to some predefined reward function) through consecutive 
interactions with its environment, in multiple time-steps.

Figure 2 depicts a scheme of the basic DRL training 
cycle. In the common setting, the agent interacts with an 
environment at discrete time-steps t ∈ {0, 1, 2, 3,…} . At 
each single time-step t, the agent observes a state st rep-
resenting the current environment, and selects a single 
action at accordingly. In the next time-step t + 1 , the agent 
receives a reward Rt = R(st, at) , as a result of its action at 
at time-step t. Next, the environment moves to the next 
state st+1 , and the cycle continues. Through this interac-
tion, a policy function f ∶ st → at is gradually learnt by the 
agent, which attempts to maximize its return Gt , the future 
cumulative discounted reward [13]:

where Rt is the reward at time-step t, and � ∈ [0, 1] is a dis-
count rate factor, indicating the influence of past decisions 
on the future.

It is generally accepted that the specification of an 
appropriate reward function Rt is crucial in order for the 
agent to succeed in learning an optimal policy during the 
DRL training cycle. Consequently, this issue has received 
significant attention [13, 50, 51] in recent years. As we 
explain later, our approach is in fact complementary to 
this line of research: we suggest to augment the reward 
function based on the specifications and constraints that 
are provided by domain-specific experts.

Integration of SBM into the Reward

Overview of Our Approach

Our proposed method integrates a scenario-based model 
into the DRL training cycle, in order to instruct the agent 
to obey (during training) the specifications and constraints 
that are embodied in the scenarios constituting the model. 

Gt =

∞
∑

k=0

�kRt+k+1

Specifically, according to SBM modeling principles, we 
create a mapping from each possible action at of the DRL 
agent, to a dedicated event in the scenario-based model, 
eat . This mapping allows the scenario objects to keep track 
of, and react to, the agent’s actions. We refer to these eat 
events as external events, to indicate that their request 
originates from outside the SBM model.

Once an external event eat is triggered by the DRL 
agent, we allow the scenario objects to react and update 
their internal states, possibly triggering additional (“inter-
nal”) events. In other words, the desired outcome is that 
the triggering of an external event will be followed by 
a sequence of internal events, and the process will then 
repeat itself.

To bring this about, we adopt the concept of super-steps 
[27]. The semantics of the scenario-based model is thus 
altered as follows. First, the scenario-based model runs 
normally, until it reaches a synchronization point in which 
no events are enabled (i.e., requested and not blocked). It 
then waits for a new external event eat to be triggered. Once 
the DRL agent performs an action at (which is mapped 
to eat ), a dedicated scenario in the scenario-based model 
will request eat in order for it to be triggered (unless it is 
blocked). Then, all scenarios that waited for eat continue 
to their next synchronization point, in which other events 
may be enabled. Execution then continues normally until 
no events are enabled, at which time the model waits for 
another external event, and the process repeats itself. We 
elaborate on these semantics in “Operational Semantics: 
Scenario-Based Models with External Events” section.

The aforementioned execution scheme allows the sce-
nario-based model to observe actions of the DRL agent, 
but does not allow any feedback to be sent to the agent. To 
support this, we make the following adjustment: when an 
external event is selected by the DRL agent and is passed 
along to the scenario-based model, the SBM execution 
engine checks whether that external event is currently 
blocked by any of the scenario objects. If so, information 
is sent back to the DRL training framework, so that the 
DRL agent is penalized through the reward, as elaborated 
next.

Affecting the Agent’s Reward Value

In the framework we built for executing DRL under SBM 
constraints, the scenario-based model is executed along-
side the agent under training. Let s̃t denote the scenario-
based model’s state at time-step t. The agent’s reward 
function at time-step t, denoted Rt , is computed as follows: 
(i) at time-step t, the agent selects an action at , which is 
mapped to eat ; (ii) the environment reacts to the action at , 
transitions to a new state st+1 , and then a candidate reward 

Fig. 2  (Originally borrowed from Ref. [13]) The agent–environment 
interaction in RL
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value R̃t is computed; (iii) the scenario-based model 
receives eat , and if eat is not blocked, the model executes a 
transition to a new state s̃t+1 ; (iv) if eat is blocked in state s̃t , 
then the scenario-based model decreases the reward—and 
effectively penalizes the agent:

for some constants � ∈ [−1, 1] and Δ ≥ 0 ; and (v) the reward 
Rt at this time-step is returned to the agent.

The novel training procedure is depicted in Fig. 3. These 
aforementioned changes to the common training loop are 
motivated by the intention to allow the DRL agent to learn 
a policy that satisfies the requirements encoded in the origi-
nal reward function, while still learning to satisfy scenario-
encoded constraints. This is done without the need to change 
the interface between the agent and its original environment. 
We also point out that although the scenario-based model is 
unaware of the environment state st , it is aware of its internal 
state, as well as all the agent’s performed actions, except 
the actions mapped to blocked events. We leave for future 
work the task of allowing the scenario objects to view the 
environment state as well—as this may be required in more 
complex systems. The DRL agent’s execution of undesired 
actions, associated with events blocked by the SBM, is left 
for future work as well.

The learnt policy may be significantly affected by the cho-
sen penalty policy, i.e., the selected � and Δ constants. Thus, 
the delicate balance between encouraging the agent to obey 
the SBM specifications on one hand, and on the other hand 

(1)Rt =

{

𝛼 ⋅ R̃t − Δ ; if s̃t

eat
����������→ s̃t+1 is blocked

R̃t ; otherwise

allowing it to learn a policy that solves the original problem, 
should be taken into consideration by the user.

As a toy example, we once again refer the reader to the 
example depicted in Fig. 1, but this time from the perspec-
tive of the DRL agent. Suppose we wish to train a DRL 
agent to respond to a WaterLow event by adding equal 
amounts of cold water and hot water, and suppose we also 
wish to inject a constraint indicating that the agent should 
avoid two consecutive additions of cold water or hot water. 
This can be achieved by designing a basic scenario-based 
model that comprises a scenario indicating Stability (Fig. 1), 
and integrating this new scenario into the agent’s training 
cycle. As a result, this new scenario object would penalize 
the DRL agent when it performs the undesirable sequence 
of actions, effectively encouraging it towards learning the 
correct, desired, policy of interleaving.

Operational Semantics: Scenario‑Based Models 
with External Events

We begin by describing a common execution semantics for 
SBM, which is implemented within the BP-Py framework 
[52]. Various SBM implementations, like in the original 
LSC language [25, 53], provide a variety of ways to support 
the injection of environment events into the scenario-based 
execution. The BP-Py environment did not include such 
support initially, and so we added necessary aspects of this 
support as part of the DRL-SBM execution framework, as 
detailed later.

The original implementation of BP-Py performs the fol-
lowing steps during the execution of a scenario-based model: 

a. Initialize the scenario objects: each scenario object 
reaches its first synchronization point and declares the 
sets of events that it requests, waits-for and blocks.

b. Run in an infinite loop: 

(i) Check for an enabled event (an event that is requested 
and not blocked).

(ii) If there are no enabled events, break; the program has 
finished its run.

(iii) Select one enabled event, either randomly or per some 
pre-specified event-selection strategy.

(iv) Mark the selected event as triggered.
(v) Inform the scenario objects of the triggered event. Each 

scenario object that requested or waited for this event 
wakes up, proceeds to its next synchronization point, 
and declares new sets of events that it requests, waits-
for, and blocks.

Figure 4 depicts pseudo-code for the main loop of the SBM 
core, using these semantics.

Fig. 3  The DRL-SBM execution framework: at each time-step, a can-
didate reward R̃t is calculated by the environment, based on state st , 
and the agent’s action at . The SB model is executed in parallel, run-
ning a super-step after receiving eat , and may reduce the reward R̃t if 
eat is a forbidden action (i.e., a blocked event) in the current state s̃t
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In order to support integration with an external environment, 
such as a DRL agent’s training environment, we propose to add 
support for super-steps within the BP-Py implementation, as we 
described earlier with the DRL-SBM execution framework. Recall 
that a super-step is a set of consecutive steps in the scenario-based 
model, which begins with an external event and continues for as 
long as the scenario-based model can execute steps, i.e., has enabled 
events to choose from. A super-step ends when the scenario-based 
model reaches a stable configuration, i.e., a configuration in which 
no event is enabled, and consequently no scenario object can pro-
gress. The execution environment then waits for the next external 
event. Observe that the external event does not compete with internal 
events—it can only be inserted into the model when the model is in 
a stable configuration. Thus, in fact, the execution cycle assumes 
that the scenario-based model is a closed system; i.e., the super-step 
runs once, from start to finish (or ad infinitum), without receiving 
any external events.

We now define a modified version of the steps performed 
by the DRL-SBM execution framework, this time with the 
intention of supporting super-step execution: 

1. Initialize the scenario objects: each scenario object 
reaches its first synchronization point and declares the 
sets of events that it requests, waits-for and blocks.

2. Run until a stable configuration is reached, i.e., while an 
enabled event exists: 

(a) Select one enabled event, either randomly or per 
some pre-specified event-selection strategy.

(b) Mark the selected event as triggered.
(c) Inform the scenario objects of the triggered event. 

Each scenario object that requested or waited for 
this event wakes up, proceeds to its next synchro-
nization point, and declares new sets of events 
which it requests, waits-for and blocks.

3. Run in an infinite loop: 

(a) Wait for a request to trigger an external event eat 
(coming from the next action of the DRL agent), 
and then add the event to the list of requested 
events, using a dedicated scenario.

(b) Check whether the external event eat is declared as 
blocked.

(c) If yes, modify the step reward using formula (1).
(d) If eat is not declared as blocked, then while an ena-

bled event exists: 

 (i) Select one enabled event, either randomly 
or per some pre-specified event-selection 
strategy.

 (ii) Mark the selected event as triggered.
 (iii) Inform the scenario objects of the triggered 

event. Each scenario object that requested 
or waited for this event wakes up, pro-
ceeds to its next synchronization point, 
and declares new sets of events which it 
requests, waits-for and blocks.

In this design, we force the scenario-based model to return 
to a stable configuration before another action of the DRL 
agent is taken and the associated external event is trig-
gered. Consequently, there cannot be more than a single 
pending external event. Figure 5 depicts the pseudo-code 
of the modified, high-level loop of our implementation.

As a small example, consider again the scenario-based 
model in Fig. 1. Assume that we now wish to use that 
model to control an actual, physical water tank. To accom-
plish this, we can define the WaterLow as an external 
event, and then run a super-step of the model each time 
that event is triggered.

Case Study: the Aurora Congestion 
Controller DRL Agent

As a case study for evaluating our technique, we decided to 
focus on the Aurora agent [22], which is a DRL-based agent 
implementing an Internet congestion control algorithm. The 
agent is deployed at the sender node of a communication 
system and controls the sending rate of packets sent from 
the node, with the goal of optimizing the link’s throughput. 
During each time-step, the agent receives a state vector with 
statistics regarding the link’s observed throughput, latency, 
and the percent of packets that were previously lost. At each 
time-step, the agent outputs a single action, indicating a 
change to the sending rate of packets in the next time-step. 
The Aurora agent is intended to replace earlier, hand-crafted 
Internet protocols (e.g., TCP) for obtaining similar goals, 
and has previously demonstrated excellent performance [22].

Fig. 4  (Borrowed from Ref. [23]) A pseudo-code block of the main 
execution loop, in a common SB model. The execution of the main 
loop is terminated when no enabled events, i.e., requested events that 
are not blocked, remain. We note the assumption that scenario objects 
have been initialized prior to the execution of the loop
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The authors of Aurora raised an important point regarding the 
system’s fairness, asking: can our RL agent be trained to “play well” 
with other protocols (TCP, PCC, BBR, Copa)? [22]. Indeed, in the 
case of DRL models, including Aurora, it is usually quite hard to 
train an agent to behave according to various predefined fairness 
properties. In our case study, we set out to use our SBM-driven train-
ing procedure, in order to inject specific fairness constraints to the 
learning cycle, and effectively train a fair Aurora agent. Specifically, 
we attempted to train the Aurora agent to achieve high throughput, 
while avoiding unfair and “aggressive”-like behavior. For example, 
we encouraged the agent to avoid becoming a “bandwidth hog” that 
continuously increases its sending rate, and thus prohibits other send-
ers on the same link from having a fair share of the link’s bandwidth.

Embedding SBM Super‑Step Model Execution 
into the AI‑Gym DRL Training Environment

In order to allow our proof-of-concept implementation 
to affect the training of an Aurora DRL agent, we lever-
aged AI-Gym’s environment object’s step and reset inter-
faces. Quoting from AI-Gym documentation of those two 
interfaces:

• Step: Runs one time-step of the environment’s dynamics.
• Reset: Resets the environment to an initial state and 

returns an initial observation.

We treat each training episode of the DRL agent as a sepa-
rate run of the scenario-based model. Thus, at the begin-
ning of each episode we create a fresh executable copy of 

the entire scenario-based model, where all scenario objects 
are at their initial states.

In order to support the execution of a scenario-based 
model in super-step mode (per the semantics described 
in “Operational Semantics: Scenario-Based Models with 
External Events” section), we extended the BP-Py [52] 
platform with the following methods: 

 i. initiate_run(): initializes the scenario objects, bringing 
them to a stable configuration (per steps 1 and 2 of the 
semantics in “Operational Semantics: Scenario-Based 
Models with External Events” section).

 ii. is_event_blocked(): checks whether the external event 
that was triggered is blocked (per step 3.(b) in “Opera-
tional Semantics: Scenario-Based Models with Exter-
nal Events” section).

 iii. super-step_all_bthreads(): executes a super-step of 
the scenario objects (per step 3.(c) in “Operational 
Semantics: Scenario-Based Models with External 
Events” section).

Finally, in order to support step 3.(a) of the semantics, i.e., 
waiting for an external event and injecting it into the sce-
nario model as a requested event, we added an external ser-
vice and a dedicated scenario object to the scenario-based 
model itself. The service is a piece of code, completely 
external to the SB model, which is comprised of two meth-
ods that provide a mapping from external actions to SBM 
events. The code for these methods, which is tailored for 
the Aurora DRL agent but can easily be adapted to other 
systems, appears in Fig. 6.

The dedicated scenario object that was added to the 
model is responsible for injecting the corresponding events 
into the SBM execution engine; its code appears in Fig. 7. 
Although the code supports a list of such events, by con-
vention we only allow a single such event in each training 
time-step.

Each training episode starts with a call to the reset() 
method of the customized AI-Gym env object that we cre-
ated. In order to ensure that each training session uses 
a fresh instantiation of the scenario-based model, a new 
instance of the model is created by that reset() method; and 
its initiate_run() method is immediately invoked to bring 
it to a stable configuration.

Resetting and restarting the scenario-based model at an 
episode boundary allows the scenarios to monitor and con-
strain the agent’s behavior with a perspective that includes 
both state-specific behavior, as well as the sequencing 
and flow of the agent’s behavior throughout each training 
episode.

During each time-step of the training episode, AI-
Gym invokes the step() method of the env object, which 
causes the agent to select an action, obtain its reward, and 

Fig. 5  (Adopted from Ref. [23]) A pseudo-code block of the main 
loop of DRL-SBM execution framework. The model waits for the 
agent action, penalizes the agent if it chose an action that is blocked, 
or performs a super-step otherwise. We note the assumption that the 
model reached a stable configuration after its initialization, and before 
it entered the main loop
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observe the new environment state. In order to ensure that 
the scenario-based model remains synchronized with the 
training steps, we extended the env object to allow the 
scenario-based model to be informed of selected actions, 
and interfere with the calculation of the reward. The code 
snippet in Fig. 8 is called within the step() method of the 
customized env object, and invokes the service mentioned 
earlier.

Evaluation Setup

Using the BP-Py environment [52], along with our novel 
extension (described in “Embedding SBM Super-Step 
Model Execution into the AI-Gym DRL Training Environ-
ment” section), we generated a simplistic scenario-based 
model. This model, which is comprised of a single scenario, 
penalizes the Aurora agent in case it increases the chosen 

sending rate for k consecutive steps. We refer the reader to 
Fig. 9, which includes the SBM code for three steps (i,e,, 
k = 3).

The scenario waits for three possible events that represent 
the agent’s possible actions at each time-step: DecreaseRate, 
IncreaseRate, or KeepRate, which, respectively, represent 
the agent’s decision to either decrease the packet sending 
rate, increase it or keep it as is. Whenever the agent increases 
the packet sending rate in k − 1 consecutive time-steps, the 
IncreaseRate event is consecutively triggered k − 1 times, 
and thus the scenario will block that event, until eventu-
ally the agent selects a different action. When a requested 
agent action matches one of the blocked events, the execu-
tion environment overrides the reward with a penalty, and 

Fig. 6  The Python implementation of mapping external actions to 
SBM events. This code is neither part of the scenario-based model, 
nor of the SBM execution engine. The request_matching_action 
method is tailored for the Aurora DRL agent: it lists the three pos-
sible agent actions SBP_IncreaseRate, SBP_DecreaseRate, and SBP_
KeepRate, and maps them to the corresponding SBM events

Fig. 7  The Python implementation for injecting external events into 
the scenario-based model execution. The scenario first waits for a 
new event to be placed in a queue by the request_matching_action 
method. Once such an event arrives, the scenario synchronizes and 
requests it (using the yield statement). When the synchronization call 
returns, the event has been triggered, and the scenario awaits another 
external event

Fig. 8  A snippet of the code invoked from within AI-Gym’s env’s 
step() method, and which alters the agent’s step reward in case the 
selected action is currently not allowed by the scenario-based model

Fig. 9  (Borrowed from Ref. [23]) A Python implementation of a sce-
nario used for blocking the IncreaseRate event after k − 1 subsequent 
occurrences of the same action
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consequently signals to the agent that the originally chosen 
behavior is undesirable.

As a first step in our evaluation process, we trained an 
Aurora agent with the original framework [22] used. Then, 
we compared the results of two Aurora agents that differ 
in the training process; one agent ( AO ) was trained with 
the original “vanilla” framework, while the second agent 
( AE ) was trained using our DRL-SBM execution frame-
work. Excluding these differences in the training cycles, 
both agents shared the same values for all the remaining 
configurable parameters.

In order to compute the penalty during the training of AE , 
we empirically chose the penalty function hyper-parame-
ters (see Eq. 1) to be Δ = −4.5, � = 0 . These values were 
selected in order to allow the agent to learn not only the main 
goals of Aurora (optimizing packet throughput on a link), 
but also additional constraints, as specified by the scenario-
based model. We note that for Δ ∈ (−2, 0] , the agent was 
unable to address the SBM-driven constraints, whereas when 
choosing Δ ∈ (−∞,−10] the resulting agent was unable to 
learn its original goals, as elaborated in Ref. [22].

Evaluation Results

Using the evaluation metrics from Ref. [22], we com-
pared the training performance of both the agents. Fig-
ure 10 depicts the exponentially weighted moving average 
(EWMA) reward of both the agents ( AE and AO ) during 
training.

These results clearly demonstrate significant differences 
in the training times of both agents. Specifically, AE needs to 
be trained for a much larger number of episodes, in order to 
learn an adequate policy with a reward value that is similar 
to the reward reached by AO . We also observe that it takes 
AE 40,000 episodes (slightly more than 4.5 in the logarith-
mic scale), in order to converge to an optimal policy, com-
pared to about 3000 episodes of AO.

Next, we checked the empirical frequency in which both 
agents increase the sending rate for three consecutive time-
steps (i.e., violate the SBM constraints). As can be seen in 
Fig. 11, AO demonstrated an average violation frequency 
of 9–11%.

In contrast, the SBM-trained AE , barely violated the 
SBM constraints, and demonstrated an average violation 
frequency of about 0.34%. For additional details, we refer 
the reader to Fig. 12.

Summary. The aforementioned results demonstrate a sig-
nificant difference in the resulting policies of AE and AO , 
when focusing on the frequency of violations of the property 
in question: whereas AO violates the property in approxi-
mately 9–11% of the time-steps, AE on the other hand barely 
violates the property, as expressed in the significantly low 
violation rate (0.34%). Although the two agents demonstrate 

a difference in the property in question, it is important to 
note that they both reach a similar overall reward during 
training, indicating that they were both able to generalize 
to an adequate policy, with respect to Aurora’s main goal. 
While the enhanced agent took longer to converge to this 
adequate policy (a fact that is not surprising, as it had to 
learn additional constraints), these evaluations showcase the 
potential of our approach in introducing SBM-driven meth-
ods to the classic DRL training cycle.

Related Work

In recent years, multiple approaches were proposed for using 
hand-crafted software components in order to improve the 
DNN training process, and enhancing the performance of 
DNNs during deployment. One such approach calls for com-
posing DNNs and hand-crafted components; for example, 
see [54], where rules can override decisions made by an 
autonomous driving system. This approach includes differ-
ent strategies for composing the DNNs and the hand-crafted 
components: the composition can be in parallel (the DNN 
and the code run side-by-side, and each handles a differ-
ent task); sequential, where the output of the hand-crafted 
code is fed into the DNN’s input, or vice-versa; or ensemble-
based, where the hand-crafted code and the DNN attempt to 
solve the same task.

Another family of approaches is reflection-based, in 
which the DNN and the hand-crafted code adjust their exe-
cution gradually, in accordance with their past performance 
[55–57]. In this work, we present a novel approach which 
can be viewed as a marriage between composition-based 
approaches and reflection-based approaches; a DRL agent 
runs alongside an SBM-driven hand-crafted model, in order 
to improve the DRL agent’s training process.

Prior work has explored potential combinations between 
SBM-driven methods and DRL. In one such attempt, Katz 
[48, 58] demonstrated the use SBMs to guard an existing 
agent, i.e., to override the agent’s decisions in cases where 
they violated the SBM. In another attempt, Elyasaf et al. [59] 
fine-tuned the strategy of an existing SBM, using a DRL 
agent; using a RoboSoccer game as a case study, they dem-
onstrated that the DRL agent can learn a policy that guides a 
scenario-based player to grab a soccer ball more effectively.

In this work, we propose a technique that differs from 
both these approaches, and is complementary to them: 
instead of using a scenario-based model to guard an exist-
ing DRL agent, or using a DRL agent to guide hand-crafted 
models, we propose to combine scenario-based models into 
the DRL training procedure, and thus to improve the DRL 
agent a-priori to its deployment, so that it abides to any arbi-
trary, user-chosen, specifications injected to the SB model.
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Conclusion and Future Work

Deep reinforcement learning is an excellent paradigm for 
training agents to succeed in many real-world tasks; but 
it has several strong limitations, including the inability 
to inject and integrate domain-expert knowledge into the 
training process. In this work, we propose a novel approach 
which aims to bridge this gap, and introduce a method for 
integrating classical modeling techniques into the DRL 
training cycle. The agents trained by our approach, as we 
demonstrate here, are much more likely to obey the mul-
tiple goals and restrictions which are defined by domain 
experts, and injected into the system through SBM sce-
narios. In addition, those defined scenarios increase the 
explainability of the generated DRL agents, explaining 
some of their decisions.

Going forward, we plan to study the scalability of our 
approach by applying it to more complex case studies, 
with intricate agents and various scenario-based specifica-
tions. We also intend to enhance the suggested DRL-SBM 
interface, which is currently quite simple. We believe this 
can be achieved either by updating the semantics of the 
scenario-based model, or by defining an event-based pro-
tocol in order to manipulate the agent’s reward function 
in more subtle strategies. Thus, we believe the feedback 
from the scenario-based model will allow the agent to 
distinguish between actions that are only slightly undesir-
able from other actions that are extremely undesirable. In 
addition, we plan to find novel methods of encouraging 
an agent to execute a desirable action, i.e., by introducing 
new constructs to the SBM (in addition to penalizing the 
agent for taking undesirable actions). As we previously 
discussed, we also plan to explore generalizable criteria 

Fig. 10  (Borrowed from Ref. 
[23]) A comparison of the aver-
age reward obtained by both 
AE and AO , as a function of the 
time-step (in log scale) during 
training

Fig. 11  (Borrowed from Ref. 
[23]) AO performance: Every 
line indicates the number of 
times that the “vanilla” AO 
increased the packet sending 
rate for three consecutive times 
(at least), during the training 
cycle. Each of the training 
episodes consists of 400 time-
steps. The agent performed on 
average 35–45 violations per 
episode, which is equivalent to 
a property violation frequency 
of approximately 9–11%. The 
linear regression character-
izing the violation frequency is 
y = −0.00077701x + 39.47343569
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for choosing penalty values that will allow the agent to 
learn the wanted properties, while successfully preserving 
the original learning task at hand.

Finally, another angle for future research is to meas-
ure how scenario-assisted training may affect DRL. For 
example, by accelerating the learning of properties that 
could, in general, be learned without such assistance. We 
believe it is also interesting to evaluate multiple case stud-
ies, in order to understand if SBM-specified expert knowl-
edge, aimed to improve system performance (instead of 
complying with new requirements), indeed accomplishes 
improvements over what the same system could learn 
without injecting expert-knowledge into the training cycle.
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