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Abstract. The widespread adoption of deep neural networks (DNNs)
requires efficient techniques for verifying their safety. DNN verifiers are
complex tools, which might contain bugs that could compromise their
soundness and undermine the reliability of the verification process. This
concern can be mitigated using proofs: artifacts that are checkable by an
external and reliable proof checker, and which attest to the correctness
of the verification process. However, such proofs tend to be extremely
large, limiting their use in many scenarios. In this work, we address this
problem by minimizing proofs of unsatisfiability produced by DNN veri-
fiers. We present algorithms that remove facts which were learned during
the verification process, but which are unnecessary for the proof itself.
Conceptually, our method analyzes the dependencies among facts used to
deduce UNSAT, and removes facts that did not contribute. We then further
minimize the proof by eliminating remaining unnecessary dependencies,
using two alternative procedures. We implemented our algorithms on
top of a proof producing DNN verifier, and evaluated them across sev-
eral benchmarks. Our results show that our best-performing algorithm
reduces proof size by 37%-82% and proof checking time by 30%-88%,
while introducing a runtime overhead of 7%—20% to the verification pro-
cess itself.

1 Introduction

Deep neural networks (DNNs) have made great strides in recent years, becoming
the state-of-the-art solution for a variety of tasks in medicine [55], autonomous
driving [12], natural language processing [53], and many other domains. How-
ever, DNNs lack structure that humans can readily interpret, rendering them
opaque and potentially jeopardizing their trustworthiness [19]. One prominent
example is the sensitivity of DNNs to small input perturbations, which can lead
to significant and undesirable changes to the networks’ outputs. This sensitivity
can be exploited maliciously [64], possibly leading to catastrophic results.

The pervasiveness of DNNs, combined with their potential vulnerability,
has made DNN verification a growing research field within the verification
community [2,5,6,15,16,31,33,37,51,54,58,62,66,68, 72]. Modern DNN verifiers
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typically use techniques such as SMT solving [1,8,44,52], abstract interpreta-
tion [31,33,51,62,69], LP solving [65], and combinations thereof. Many such
verifiers are available [15,16], and some tools have even been applied to indus-
trial case studies [3,30,48]. Given a DNN and a property over its input and
outputs, DNN verifiers will typically attempt to either find an input to the net-
work that violates the property or conclude that so such input exists.

Despite this success, one significant issue that the DNN verification commu-
nity faces is related to the reliability of verifiers. One concern is that even state-
of-the-art verifiers may contain implementation bugs. A second concern is that
verifiers typically use floating-point arithmetic, which is crucial for scalability
but could lead to rounding errors and numerical instability issues. These issues
might be exploited to compromise a verifier’s soundness [40, 74], thus undermin-
ing user trust in these tools.

Due to their complexity, verifying the correctness of DNN verifiers themselves
is typically infeasible. Instead, DNN verifiers can produce proofs for their verifi-
cation results, as is commonly done in SAT [36] and SMT [9]. These proofs, which
serve as witnesses of correctness of the verification result, constitute a mathe-
matical object and can be checked by an external, trusted proof checker [25,26].
When a violation of the property is discovered, the returned counter-example
may serve as a proof of correctness. However, proving the absence of a violation
is less straightforward, due to the NP-hardness of the problem [39,44,57].

So far, only a handful of attempts have been made to enable DNN verifiers
to produce proofs [38]. These approaches typically include eager bookkeeping
of many intermediate lemmas deduced during verification [38]. Therefore, the
resulting proofs tend to be extremely large, increasing the memory consump-
tion of the verifier and harming the performance of proof checkers [25]. These
problems limit the applicability of proof-producing verifiers, and call for further
analysis to minimize proof sizes.

In this work, we address this problem by minimizing the proof objects con-
structed using the framework of Isac et al. [38]. Our proof reduction method
involves two main steps. First, we apply a dependency analysis procedure that
recursively examines the dependencies of each lemma on previously learned lem-
mas. This helps to identify and remove lemmas that were eagerly learned and
stored during the verification process, but are not actually required in the final
proof. Second, we apply two alternatives for dependency minimization proce-
dures, which further refine the proof by removing unnecessary lemma dependen-
cies, keeping only a minimal subset of dependencies for each lemma. This results
in additional lemmas being classified as unused, leading to a smaller proof.

After the termination of the dependency analysis and minimization, the
unused lemmas can be safely removed from the proof, without needing to be
checked. Furthermore, our method allows lemma deletion on-the-fly, thus avoid-
ing accumulation of unused lemmas and minimizing the memory consumption
during the verification process. This, in turn, increases the scalability of proof
producing DNN verifiers.

We evaluated our method across multiple benchmarks, using [38] as a base-
line. We measured the effectiveness of our algorithms along two axes: the size
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of the resulting proof, and the time overhead for applying our algorithms. The
results for our best-performing algorithm indicate reduction of proof size of 37%—
82% on average and of proof checking time by 30%-88% on average. The reduc-
tion incurs a overhead of 7%-20% to the verifier’s runtime, where for some
benchmarks the average verification time was slightly improved, possibly due to
the use of more efficient data structures.

Our contributions are summarized as follows: (i) an algorithm for analyzing
the dependencies of each lemma learned within proof objects, removing unused
lemmas; (ii) two algorithms for further detecting a minimal subset of dependen-
cies; and (iii) a demonstration of a substantial reduction of the proof size over
several benchmarks, while adding a reasonable overhead in performance speed.

The rest of this paper is organized as follows: In Sect.2 we provide the
necessary background on DNNs and their verification, and on proof production.
In Sect. 3 we explain our method to reduce the proof size. Section 4 is dedicated to
evaluation of our method over several benchmarks, with respect to both proof
size and verification speed. In Sect.5 we discuss related work, and lastly, we
conclude and outline ideas for future research in Sect. 6.

2 Background
2.1 Deep Neural Networks and Their Verification

Deep Neural Networks (DNNs) [32]. Formally, a DNN V' : R” — R™ is a
sequence of k layers Lo, ..., Ly_1 where each layer L; consists of s; € N nodes
v}, .., v and s; biases b] € Q. Each directed edge in the DNN is of the form
(vé_l,v{) and is labeled with a weight w; ;; € Q. The assignment to the nodes
in the input layer is defined by vg = xj, where T € R" is the input vector.
The assignment for the j** node in the 1 < i < k — 1 layer is computed as

. Si—1 .
vl = f ( Swi vl + bz) for some activation function f; : R — R. Neurons
=1

in the output layer are computed similarly, where fr_; is the identity function.

One of the most common activation functions is the rectified linear unit
(ReLU), defined as ReLU(x) := max(x,0). The function has two linear phases:
if the input is non-negative, the functions is active; otherwise, the function is
inactive. For simplicity, we focus on DNNs with ReLU activations, though our
work can be extended to support any piecewise-linear activation (e.g., mazpool).

Example 1. A simple DNN with four layers appears in Fig. 1. For simplicity,
all biases are set to 0 and are omitted. For input (2,1), the node in the second
layer evaluates to ReLU(2-1 + 1-(—1)) = ReLU(1) = 1; the nodes in the third
layer evaluate to ReLU(1-(—2)) =0 and ReLU(1-1) = 1; and the node in the
output layer evaluates to 0 +1-2 = 2.

The DNN Verification Problem. Consider a DNN A : R® — R™ where
T € R™, 57 € R™ denote the network’s inputs and outputs. The DNN verification
problem is the problem of deciding whether there exist (Z,7) € R*™ such that
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Fig. 1. A toy DNN with ReLU activations.

(N(@) =79) A1 (T) Ao (7) for some property ¢r A po. If such T, 7 exist, we say
the problem is satisfiable, denoted SAT. Otherwise, we say that it is unsatisfiable,
denoted UNSAT. In this work, we consider quantifier-free linear properties, i.e.,
formulas without quantifiers whose atoms are linear equations and inequalities.

Example 2. Consider the DNN from Fig. 1, the input property

1@ =1 <z) A1 <) A1 <2)A (22 <2)

and the output property
vo(y) = (y < -1).

This instance is UNSAT, as the output is a sum of two non-negative components
with positive weights.

Linear Programming (LP) [24] and DNN Verification. In LP we seek an
assignment to a set of variables that satisfies a set of linear constraints, while
maximizing a given objective function. As is common in the context of DNN
verification, we assume here that the objective function is constant and ignore
it. Formally, let V = [z1,...,2,]" € R" denote variables, A € M,,x,(R) denote
a constraint matrix and I,u € (R U {£o0})™ denote vectors of bounds. The LP
problem is to decide the satisfiability of (A-V = 0) A (I <V < u). Through-
out the paper, we use I(x;) and u(x;), to refer to the lower and upper bounds
(respectively) of x; € V, and denote I < u to indicate that for each element 4,
W) < u(zm;).

A DNN verification query can be encoded as a tuple @ = (V, 4,1, u, R), where
(V, A, 1, u) constitutes a linear program [24,44] that represents the property and
the affine transformations within A, and where R is the set of ReLU activation
constraints of the form f; = ReLU(b;), for variables b;, f; € V. In addition, a fresh
auxiliary variable a; is added for each ReLLU constraint, representing the non-
negative difference of its output and input. The variable is added to V', with an
equation a; = f; —b; added to A, and the bounds i(a;) = 0, u(a;) = u(fi) —1(b;)
added to [, u respectively.

Example 3. We demonstrate this encoding with the example presented in Fig. 1
and the property from Example 2. Let x1,xo denote the network’s inputs and y
denote its output, and let b;, f; (i € {1,2,3}) denote the input and output of
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neuron v;, respectively. The affine transformations of the network are reduced to
the equations:

r1—xo—by =0
2f1 +b2=0
Ji—b3=0
fo+2f3—y=0

accompanied by f; —b; —a; = 0 for i € {1,2,3}. The property is encoded using
the inequalities: (1 < x1),(1 < @9),(x1 < 2),(x2 < 2),(y < —1). We also
add the inequalities (0 < f;) (for i € {1,2,3}) to express the non-negativity of
ReLUs, and (0 < a;) as described. The aforementioned constraints form the LP
part of the query; and its piecewise-linear portion is comprised of the constraints

fi = ReLU(b;) fori € {1,2,3}.

Using this encoding, the verification query can be dispatched through a
series of invocations of an LP solver, combined with case splitting to handle
the piecewise-linear constraints [44]. Schematically, the DNN verifier begins by
invoking the LP solver over the linear part of the query. An UNSAT result of the
LP solver implies the overall query is UNSAT. Otherwise, the LP solver finds an
assignment that satisfies the linear part of the query. If this assignment satisfies
the piecewise-linear part of the query, the DNN verifier may conclude SAT. If
neither case applies, the DNN verifier splits the query into two subqueries, by
deciding the phase of a single ReLU constraint f; = ReLU(b;). One subquery is
augmented with the bounds b; > 0 and a; < 0 corresponding to the active phase;
the other is augmented with b; < 0 and f; < 0, corresponding to the inactive
phase. Then, the LP solver is invoked again over each subquery, and the pro-
cess is repeated. Note that the introduction of auxiliary variables is intended to
reduce case splitting to bound updates, without needing to add new equations;
empirically, this is known to improve performance [70].

This splitting approach creates an abstract tree structure, where each node
represents a case split. If the LP solver deduces UNSAT for each leaf of the tree,
then the original query is UNSAT as well. If not, then due to the completeness of
LP solvers, it finds a satisfying assignment for one of the subqueries.

The search tree may be exponentially large in the number of piecewise linear
constraints (i.e., the number of neurons). Therefore, it is common to use case
splitting rarely, and apply algorithms to deduce tighter bounds of variables.
These algorithms may conclude in advance that some neurons’ phases are fixed,
i.e., they are always active or inactive, avoiding the need to split on them [44].

2.2 Proof Production for DNN Verification

When DNN verification is regarded as a satisfiability problem, a satisfying assign-
ment is an efficient proof of SAT: one can simply run it through the network and
observe that it satisfies the given property. The UNSAT case is more complex,
and requires producing a proof certificate. The first method for proof production
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in DNN verification performed via LP solving and case splitting was introduced
in [38]. These proof certificates consist of a proof tree that replicates the search
tree created by the verifier, and is constructed during the verification process.
Recall that for an UNSAT query, all leaves of the search tree represent UNSAT
subqueries. Thus, each internal node of the proof tree represents a case split
performed by the verifier, and each leaf corresponds to a subquery for which the
verifier has deduced UNSAT. Therefore a proof checker for these proofs is required
to traverse the tree, check its structural correctness (i.e., all splits are correct),
and certify the unsatisfiability of each leaf.

In each leaf of the search tree, the verifier was able to conclude UNSAT using
solely the available linear constraints. Thus, a proof for the leaf’s unsatisfiability
can be described as a vector, according to the Farkas lemma [21], which combines
the linear constraints to derive an evident, easily-checkable, contradiction [38].
More formally:

Theorem 1. (Farkas Lemma Variant (From [38])). Observe the con-
straints A-V =0 and | <V < u, where A € Myxn(R) and 1, V,u € R™. The

n
constraints are UNSAT if and only if Jw € R™ such that for wT-A-V := > ¢;-a;,
i=1
we have that Y ¢;-u(z;)+ Y ¢i-l(x;) < 0 whereas wT-0 = 0. Thus, w is a proof
ci>0 c; <0
of the constraints’ unsatisfiability, and can be constructed during LP solving.

Example 4. We demonstrate this theorem with our example. Consider the
query based on the DNN in Fig. 1 and the property in Example 2. Assume, for
simplicity, that all lower and upper bounds not explicitly stated are —1 or 1,
respectively. Further assume that both va,vs are inactive (i.e. fo = f3 =0 and
ba, b3 < 0). The linear part of the query yields the LP instance:

1-1-10 00000 0 0 O
00 0 1 02000 0 0 O .
00 0 011000 0 0 0 u=[22 10 0100 2 11-1]
A=100 0 0 00120 0 0 —1 V=[I1$2 b1b2 b3f1f2f3(11a2a3y]T
00-100100-10 0 0 I=[1 1-1-1-1000 0 00—1]"
00 0-100100-10 0
00 0 0-10010 0-10

Note that in A the first four rows corresponds to the affine transformations of
the DNN, and the latter three rows are introduced with the auxiliary variables.
Consider the vector

w=1[00-1-2000]".

The product wT - A-V yields the equation —f1 +bs —2fo —4f3+2y = 0. The left
hand side of the equation is at most: —I(f1)+u(bs)—2-1(f2) —4-1(f3)+2-u(y) =
—2 < 0. Therefore, according to Theorem 1, w is a proof of UNSAT. Note that
there may be multiple proofs of this result. An overall proof of UNSAT for the
query consists of a proof tree, where each leaf has a proof vector proving UNSAT
for the corresponding subquery.
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Bound Tightening Lemmas. DNN verifiers often employ bound tightening
procedures that deduce bounds using the non-linear activations, called bound
tightening lemmas. Each bound tightening lemma consists of a ground bound
and a learned bound, which replaces a bound currently in [ or u. As opposed
to deduction of bounds using linear equations, proving such lemmas generally
cannot be captured by the Farkas vector described above, and require separate
proofs [38]. For example, given f = ReLU(b) and present bounds f < 5 and
b < 7, it is possible to deduce that b < 5. The lemma can be proven using a
Farkas vector that proves f < 5, and another proof rule that captures this form
of bound derivation.

Example 5. Consider the query Q in Example /. We can use the equation
by = —2f1, which is equivalent to 2f; + by = 0, to deduce that u(bs) = —2 -
I(f1) = 0. Then, based on the ReLU constraint, we deduce that the neuron vy
is inactive, i.e., that u(fy) = 0. A lemma with a ground bound u(by) = 0,
learned bound u(fy) =0 and a proof vector for generating by = —2f1 (the vector
[O —-10000 O]T) 1s learned at the root of the proof tree, without any case splits.
Similarly, we can deduce that vs is inactive. Observe that f3 = %y — %fg, and
thus u(fs) = ju(y) — 3l(f2) = —0.5. Then a lemma with a ground bound
u(f3) = —0.5, learned bound u(bs) = 0 and a proof vector [000 —0.5000]" is
learned. Combined with Fxample 4, we get a proof of UNSAT for Q) that consists

of a single node with two lemmas, as illustrated in Fig. 2.

u(bz2) =0 — u(f2) =0 u(fz) =—0.5 = u(bs) =0
[0-100000]" [000-05000]"

[00-1-2000]"

Fig. 2. A proof tree example with a single node (orange). Given the query Q, two
lemmas (blue) are learned before deriving UNSAT (red). (Color figure online)

To avoid ambiguity in the definition of the bound vectors I, u, unless stated
otherwise, [,u denote the tightmost bound vectors, while linput, Uinput denote
the original bound vectors, given as inputs.

3 Proof Dependency Analysis and Minimization

In this section, we elaborate on our algorithms for proof minimization. Recall
that each lemma and each leaf within the proof includes a proof vector; and
that all these vectors have the same dimension, since the number of rows in
A is constant. As proving UNSAT of all leaves in the proof tree is necessary for
proving UNSAT for the whole query, proof minimization is achieved by reducing
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the number of lemmas used within the proof. The minimization algorithms are
applied upon deducing UNSAT on each proof tree leaf, thus enabling on-the-
fly minimization and preventing the accumulation of unnecessary lemmas. We
begin by describing our algorithm for dependency analysis in Sect. 3.1 and two
algorithms for dependency minimization in Sect.3.2. We conclude in Sect. 3.3,
by introducing an additional minimization technique, which can be used in both
algorithms, by explaining the procedure for removing the unused lemmas and
by introducing engineering optimizations to improve performance speed.

Algorithm 1. proofDeps(): Construct the dependency list of a proof vector

Input: A DNN verification subquery Q = (V, A, [, u, R), a list of learned lemmas Lem,
and a proof of UNSAT w
Output: A list of lemmas sufficient to deduce UNSAT

// Let 3¢ - x; denote the linear combination w™ - A -V
i=1

1: Deps < > An empty list of lemmas
2: for i € [n] do

3: if ¢; > 0 and u(z;) is learned by ¢} € Lem then

4: Deps < Deps U £}

5: else if ¢; < 0 and I(z;) is learned by £} € Lem then

6: Deps < Deps U £

T end if

8: end for

9: for lem € Deps do > Repeat recursively
10: lem.includeInProof < true
11: ;4 + bounds with ID at most lem.getID()
12: w’ «+ lem.getProof()
13: Deps’ « proof Deps((V, A", l',u', R), Lem,w")
14: Deps «+ Deps U Deps’
15: end for
16: return Deps

3.1 Analyzing Proof Dependencies

We now describe our algorithm for minimizing proof-trees by dependency analy-
sis. Given a proof vector—either a proof of unsatisfiability for a search-tree leaf,
or a proof for a bound tightening lemma—our analysis identifies which bound
tightening lemmas are involved in its proof checking process. Our approach for
analyzing the dependencies of a given proof vector w appears as Algorithm 1.
Conceptually, Algorithm 1 reconstructs the linear combination wT - A - V|
n
denoted as > ¢; - ;. Then, as the proof only uses the bounds [(x;) for variables
i=1
with a negative coefficients, and u(x;) for variables with a positive coefficient,
their corresponding lemmas form the dependency list for w. The dependency
list provides a sufficient set of lemmas for proving the unsatisfiability of w—and
this set can potentially be minimized. Then, the algorithm further analyses the
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dependencies of the discovered lemmas, only after we know they are used in the
proof. Recall that each lemma has its own proof vector, and thus this analysis
is carried out through a recursive call on each lemma’s proof.

To expedite the algorithm, we store for every bound I(x;), u(z;), the lemma
or split that was used to deduce it. In addition, to avoid cycles and ensure the
completeness of our algorithms, each lemma is given a unique, chronological
ID. Whenever a lemma with ID k is analyzed, only lemmas with ID [ < k are
considered in the analysis.

Example 6. Recall that in Example 4 and Example 5, after learning two lemmas
we are able to derive UNSAT from a proof vector w = [0 0-1-20 O]T. Using
this vector generates the equation — f1 +bs — 2fo — 4f3 + 2y = 0, which uses the
bounds 1(f1),u(bs),1(f2),1(f3),u(y) to prove UNSAT. As u(bs) is deduced using
one of the lemmas in Fxample 5, this lemma forms the dependency list of w.
Then, the algorithm recursively generates the dependency list of the proof vector
of the lemma in a similar manner. As shown in Example 5, that lemma is not
dependent on u(fa). Thus, the lemma for deducing u(f2) is not actually used in
the proof of UNSAT, and can then be removed from the proof tree. An illustration
of this example appears in Fig. 3.

€ BRE S
w(bz) =0 — u(f2) =0 u(fs) = —0.5 — u(bz) =0
[0-100000]" [000-05000]"

[00-1-2000]"

mmmm=

Fig. 3. Using Algorithm 1 over the proof vector used to derive UNSAT (red) shows that
a single lemma (blue) is used during the proof process, and the other (gray) is not. All
proof vectors use information in the root query @ (orange).(Color figure online)

3.2 Minimizing the Number of Proof Dependencies

We now elaborate on our two alternatives of algorithms for minimizing the
dependency list of a proof vector. By doing so, we aim to increase the num-
ber of lemmas that do not appear in any dependency list, i.e., are unused. Such
lemmas can then be omitted from the proof, further reducing its overall size.
Let w be a proof vector proving the unsatisfiability of a search-tree leaf. Our
algorithm focuses on minimizing the number of bound tightening lemmas that
participate in the refutation. Recall that a refutation is checked by computing

n
the upper bound of wT-A-V = > ¢; - x, i.e.,

=1

A= Zci culxy) + Zci (i)

c;i>0 c; <0
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and ensuring it is negative. The idea of our algorithm lies in the fact that A
can be very far from zero. In this case, we can relax some of the bounds derived
from the participating bound lemmas, without altering the sign of A, and thus
maintain the proof’s correctness. Analyzing the dependencies of a proof vector
W, used to prove a bound tightening lemmas, is performed similarly. In this case,
A represents the difference between the bound it is used to prove and the actual
bound achieved with wT-A-V.

Proof Minimization. The first algorithm for proof minimization is greedy,
and removes the maximal number of unnecessary dependencies for each proof
vector separately. To do so, we first define for each lemma its contribution to
w, which can be seen as its effect on A. More formally, given the input bound
vectors linput, Uinput, and the bound vectors [,u with bounds derived by a set
of bound lemmas and case splits. For each ¢; > 0, the contribution of u(z;) to
wT - A-V is defined as:

cont(uj, w) := ¢j - (u(;) = Uinput (;))
For each ¢; < 0, the contribution of {(x;) to wT-A -V is:
cont(lj, w) := ¢ - (linpur (z;) — U(z;))

Note that in all cases the contribution is non-positive, as linput <1 < U < Uinput-

These definitions naturally give rise to Algorithm 2, which sorts the various
lemmas according to their contributions to the proof, from small to large. Those
lemmas with only a small contribution could potentially be omitted from the
proof, without altering the sign of A. Attempting to remove lemmas in this order
ensures the removal of the maximum number of lemmas from the dependency
list, and consequently the minimality of the output, as we prove in Theorem 2.
Algorithm 2 can be used within Algorithm 1, before any recursive application of
the algorithm. By that, Algorithm 2 reduces the time overhead of Algorithm 1,
by reducing the number of the latter’s recursive calls.

Theorem 2. Given (V, A l,u, R), a proof vector w, a list of its lemma depen-
dencies D, and the input bound vectors linput,Winput, Algorithm 2 returns a
dependency subset of Deps that is minimal in size.

Proof. Assume towards contradiction that there exists D’, which constitutes a
dependency list of w, with |D’| < |D|. First, observe that if D" C D, then there
is some lemma ¢ € D\ D’ that can be removed from D when considered in line
6, this contradicts the definition of the algorithm.

Therefore, D \ D’ and D’ \ D are not empty. Let £ € D\ D', with the
minimal contribution §, and let ¢ € D"\ D with the minimal contribution §’.
Since Algorithm 2 is greedy, we must have that §’ < 4, as otherwise the algorithm
would have removed £ from D before removing ¢'. This means that we can replace
¢ with ¢ in D’ without increasing the overall contribution removed from Deps.
We can repeat the process until saturation, i.e., when D’ C D, which leads to a
contradiction. O
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Algorithm 2. proofMin(): Minimize the dependency list of a proof vector

Input: A DNN verification subquery @ = (V, A, [, u, R), a proof vector w, a list of its
lemma dependencies Deps, and the input bound vectors linput, Winput
Output: A minimial dependency list of w
n
// Let > ¢; - x; denote the linear combination w™- A -V
i=1
A— S c-ulz)+ Y - l(x)
c; >0 c; <0
Deps — Deps.sort ByContribution()
60
for dep € Deps do
0+ = |cont(dep.get BoundType(), w)| > Use A, V, [, u, linput, Winput
if 6 <|A| then
Deps.remove(dep)
else return Deps
end if
: end for
: return ()

[

—_ =

Example 7 In Example 6 we saw that the proof vector w = [0 0-1-20 O]T,
presented in Example 4, is dependent on only one of the two lemmas learned as
in Example 5. In addition, the analysis in Example 4 shows that A = —2, and
that the proof vector w is dependent on the lemma used to deduce u(bsz) = 0,
whose input bound is u(bs) = 1. Therefore, the contribution of the lemma is
1-(0 —1) = —1, indicating this lemma can be removed from the dependency list
as well. Observe that indeed, given the input bounds, we have:

~U(f1) + it (bs) — 2-1(f2) — 4+ 1(f3) + 2 - u(y) = ~1 <0

Together with Example 6, we conclude that both lemmas from Example 5 can be
removed from the proof tree. An illustration for this example appears in Fig. 4.

BRES
u(f3) = —0.5 — u(bs) =0
[000-05000]"

u(b2) =0 — u(f2) =0
[0-100000]"

(===

[00-1-2000]"

Fig. 4. Using Algorithm 2 over the proof vector used to derive UNSAT (red) shows that
both lemmas (gray) are unnecessary for proving UNSAT.

Global Heuristic for Proof Minimization. Although Algorithm 2 guaran-
tees achieving the minimum number of dependencies for each proof vector, this
does not necessarily ensure achieving the global minimum across the entire proof
tree. To incorporate global considerations, we adjust the order in which lemmas
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are considered for removal, prioritizing those with more dependencies and whose
elimination is likely to trigger the removal of additional downstream lemmas.

Specifically, before applying the minimization algorithm, we recursively apply
the dependency analysis procedure to each lemma and compute its total number
of dependencies, including those discovered through the recursive applications of
the minimization procedure. The lemmas are then sorted in decreasing order by
their overall dependency count (i.e., lemmas with more dependencies are consid-
ered for removal first). In case of ties, we fall back on the previous contribution
score. We apply the analysis until saturation, meaning no further reduction of
dependencies is possible. This ensures minimality of the subset of dependencies,
though it does not guarantee the resulting subset is smallest. This can occur if
Algorithm 3 diverges significantly from Algorithm 2, for example, when lemmas
with high dependency counts contribute heavily. In such cases, the former algo-
rithm may remove these lemmas first, while the latter will instead remove many
more lemmas with a lower dependency count. To maintain the applicability of
the algorithm during proof generation, we apply it each time an UNSAT leaf is
detected, considering all lemmas learned globally up to that point.

This intuition is formalized in Algorithm 3, and it opens up possibility to
explore additional heuristics for prioritizing lemmas for removal, e.g., by con-
sidering different combinations of each lemma’s number of dependencies and its
contribution.

Note that introducing global considerations for proof minimization involves
dependency analysis for many lemmas, and thus might incur a relatively large
time overhead.

3.3 Additional Improvements and Lemma Deletion

Further Reduction of Proof Size. Both minimization algorithms presented
above consider the dependencies for each proof vector separately. However, it is
possible that minimizing dependencies at the proof-vector level leads to redun-
dant dependencies at the proof-tree level. Consider the case where two proof
vectors wi, we depend on a lemma /¢, and that the dependencies of wy are mini-
mized before those of ws. If the dependency minimization of w; indicates that ¢
is retained in the proof, then removing it from the dependencies of wy will not
lead to the removal of ¢ from the overall proof, and will unnecessarily increase
the contributions counter § Algorithm 2 (line 5). Therefore, a straightforward
improvement to both minimization algorithms is to consider removing depen-
dencies only from lemmas that are not currently used in the proof. This app-
roach allows us to skip lemmas that are already essential and would be retained
regardless.
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Algorithm 3. globProofMin(): Minimize the dependency list of a proof vector

Input: A DNN verification subquery @ = (V, A, [, u, R), a proof vector w, a list of its
lemma dependencies Deps, the input bound vectors linput, Uinput, and the overall list
of learned lemmas Lem

Output: A minimial dependency list of w

// Let > c¢; - x; denote the linear combination w™- A -V
i=1
Ae— dSci-ulx)+ D ei-l(zs)

L c; >0 c; <0

2: Deps < Deps.sort ByDepsLength(Q, Deps, Lem)

3:50

4: saturation «— false

5: while !saturation do

6: saturation < true

T for dep € Deps do

8: 0+ = |cont(dep.get BoundType(), w)| > Use A, V, 1, u, linput, Winput
9: if 6 < |A| then

10: Deps.remove(dep)

11: saturation «— false

12: else

13: 0— = |cont(dep.get BoundType(), w)| > Revert
14: end if

15: end for

16: end while
17: return Deps

sortByDepsLength(Q, Deps, Lem):
for ¢ € Deps do
if Y.wasAnalyzed then
L.score «— proof Deps(Q, Lem, £.get Proof()).size()
L.tieBreaker «— {.getContribution()
lwasAnalyzed — true
end if
end for
return Deps.sortByScore()

Example 8 Consider a lemma €1 with Ay = —1. Suppose that proof analysis
of Algorithm 1 determines that {1 is dependent on £, €3 with respective contri-
butions of —0.5 and —0.6. Suppose also that other lemmas depend on s, so it is
retained in the proof, but none depend on l3 yet. In this case, Algorithm 2 would
first remove the dependency of €1 in {2 and then stop as|—0.5|4+|—0.6] > |—1].
Therefore, this application of Algorithm 2 will keep both £5 and L3 in the proof.
Alternatively, by ignoring lo as it is already used in the proof, and removing the
dependency on f3 instead, we may reduce the overall number of lemmas required
for the proof.

Avoiding Duplicate Computations. Recall that Algorithm 1 recursively iter-
ates through lemmas and analyzes their dependencies. Since multiple lemmas can
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depend on the same lemma, it is useful to avoid redundant or repeated analysis.
To address this, we add a flag to each lemma indicating whether it has already
been analyzed. This ensures that each lemma is analyzed at most once.

Unused Lemma Deletion. To reduce the memory consumption of the DNN
verifier during the verification process, we propose to remove unused lemmas as
early as possible. Since each lemma is applicable only in the search state S where
it was deduced and in all descendant states of S, it becomes irrelevant once the
sub-tree rooted at S has been fully explored. At that point, any lemma in S that
was not involved in any dependency analysis can be safely deleted.

Supporting Additional Constraints. Although so far we focused on DNNs
with ReLU constraints, our minimization algorithms can be applied to additional
kinds of constraints in a straightforward manner. Therefore, assuming the under-
lying verifier supports proof production for additional kinds of piecewise-linear
constraints, the minimization algorithms are readily applicable.

4 Implementation and Evaluation

To assess the effectiveness of our proposed proof minimization techniques, we
conducted an empirical evaluation across six benchmark suites in neural net-
work verification (ordered alphabetically): (i) the AcaAs-XU drone collision
avoidance networks [41]; (ii) the CERSYVE benchmark [71] for verification of
neural safety certificate in control systems; (iii) a subset of the CORA bench-
mark [15,47], where disjuncts from the original queries where separated into dif-
ferent queries; (iv) MAXLEAKY, a fresh benchmark that includes simple queries
over a newly-trained DNN employing Mazpool and LeakyRelu [27] activation
functions; (v) a robotic navigation system benchmark [4]; and, (vi) the SAFENLP
benchmark [17,18]. These benchmarks were selected due to their relevance to
safety-critical applications their diversity in size and activation functions, and
their established use in previous work or at the DNN verification competition
(VNNCOMP) [15,16]. Notably, we included all VNNCOMP benchmarks for
which the proof-producing version of Marabou reasonably scales.

4.1 Experimental Setup and Implementation

Experiments were conducted on machines running Debian 12 Linux, each on
a single CPU. We divided the benchmarks into two sets according to network
sizes, with AcAs-XuU and CORA consisting of larger DNNs, and the remain-
ing benchmarks consisting of smaller DNNs. Memory and time configurations
depended on category: for the larger benchamrks we used 16GB RAM and a 5-
hour TIMEOUT, and for the smaller ones—2GB RAM and a 2.5-hour TIMEOUT.

Our implementation is based on the proof-producing version of the Marabou
DNN verifier [38,46,70], into which we integrated our proof minimization algo-
rithms and which we used as a baseline. The key metrics evaluated include
(i) Proof size: the number of proof vectors (for both lemmas and leaves) in
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the produced proofs of UNSAT queries; (ii) Total Runtime: the total runtime of
the verification process, for all queries; and (iii) Total Proof-Checking time: the
total proof-checking time for the UNSAT queries, using the native Marabou proof
checker. Note that a partial proof object is constructed during verification in sat-
isfiable queries as well (before concluding SAT); and thus, measuring verification
time for all queries offers a more comprehensive comparison.

4.2 Evaluation

We begin by presenting a summary of the experimental results in Table 1, which
reports the average proof size generated during proof production, the average
total verification time, and the average total proof-checking time, for each bench-
mark and proof minimization technique. In this table, averaging was conducted
with respect to queries solved by all methods. Furthermore, we provide a visual
summary in Fig.5, which compares the proof sizes of all UNSAT queries, and
overall runtime across all queries. We evaluated three variants of our method:
(i) Dependency Analysis (Dep. Analysis), as described in Algorithm 1; (ii)
Dependency Minimization (Dep. Min.), which includes the implementation
of Algorithm 2 on top of Algorithm 1; and (iii) Global Dependency Minimiza-
tion (Dep. Min. Glob.), which replaces Algorithm 2 with Algorithm 3. For a
deeper study of the effect on the total runtime, we consider an additional run-
ning configuration, Min. Baseline, which includes all data structures used for
implementing our algorithms as exemplified in Sect. 3.1, but without actually
executing Algorithm 1. By running this version, we are able to separate the run-
ning time effect of the changes in data structures, from the effect of the analysis
and minimization algorithms themselves. All methods were implemented with
the optimizations detailed in Sect. 3.3.

The results demonstrate a clear reduction in average proof size, achieving a
reduction rate of 37%—82%. The incurred verification time overhead is 5%—24%
for Dep. Min. and 7%-20% for Dep. Min. Glob.. In addition, the results
indicate a reduction in proof checking time of up to 88%. We observe that this
reduction is not necessarily correlated with the reduction rate of proof sizes; and
we hypothesize that this stems from the fact that checking time of each lemma is
dependent on its sparsity, and that our approach retains sparser lemmas in the
proof tree. Comparing the minimization algorithms, the results show that Algo-
rithm 1 is responsible for most of the removed lemmas, and both Algorithm 2
and Algorithm 3 improve it further with generally similar impact, except for the
CoRA benchmarks. However, both algorithms incur a small overhead comparing
to using Algorithm 1 alone. Analyzing Min. Baseline indicates that changes
in data structures contributed to a minor improvement in both verification time
and proof-checking time, for most benchmarks. This has moderated the time
overhead of the minimization algorithms. As expected, bookeeping more infor-
mation slightly increased the number of overall MEMOUTs of Min. Baseline
compared to Baseline. When applying the minimization algorithms however,
the number of MEMOUTs decreases significantly, due to the reduction of proof
size (see subsections below).
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Fig. 5. Proof size and runtime comparison across all benchmarks and methods.

In the subsequent subsections, we provide a more detailed analysis of the
results for each benchmark suite.

Acas-Xu Benchmark. The ACAS-XU suite consists of fully connected feedfor-
ward networks trained to support drone collision avoidance decision-making. We
ran experiments on a set of 45 networks, each comprised of 6 hidden layers, each
of which contained 50 neurons with ReLU activation functions. For each network
we verified 4 different specifications [44]. This results in a total of 180 queries.
The comparison in Table 1 was conducted on 82 UNSAT and 39 SAT queries solved
by all methods. Notably, a single query was either solved with a failure during
proof certification, or terminated due to memory out. This result is consistent
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Table 1. Average proof size (number of leaves and lemmas), verification time for all
queries and proof-checking time for UNSAT queries, using Marabou across benchmarks.
Lower values indicate more compact proofs. Each non-baseline entry includes both
reported numbers, and percentage of change with respect to baseline. Best results
among our three algorithms are marked in bold.

Avg. Proof Size [+% of Baseline]
Benchmark Avg. Verification Time (Sec.) [+% of Baseline]
Avg. Checking Time (Sec.) [+% of Baseline]
Baseline[38] Min. Baseline Dep. Analysis Dep. Min. Dep. Min. Glob.
302021.14 59231.07 52890.17 53144.84
302021.14 0% -80.4% -82.5% 82.4%
269.42 299.96 294.58 288.42
Acas-Xu | 265.98 +1.2% +12.8% +10.7% +8.4%
6637 46.58 8.67 7.78 8.15
: -29.8% -86.9% -88.3% -87.7%
163592.4 60764.6 51283.6 51492.6
1635024 0% -62.9% -68.6% -68.5%
cersyve 8699 84.84 96.90 93.02 104.57
Y : -2.5% +11.4% +6.9% +20.2%
TN 13.66 3.14 2.62 2.77
’ -0.8% -77.2% -81% -79.9%
49202.05 15199.58 8819.75 11549.88
49202.05 0% -69.1% -82.1% -76.5%
e oo 1231.5 1262.87 1583.02 1405.65
Cora 1277.88 -3.6% -1.2% +23.9% +10%
1572.66 455.88 266.17 365.32
1633.47 -3.7% 72.1% -83.7% 77.6%
55342.88 42224.96 34852.52 34847.12
pp342.88 0% -23.7% -37% -37%
56.34 59.01 59.7 60.01
MaxLeaky | 60.85 -7.4% -3% -1.9% -1.4%
2.67 2.63 2.07 1.89 1.89
’ -1.5% -22.5% -29.2% -29.2%
25549.65 11981.7 8016.64 8026.99
25549.65 0% -53.1% -68.6% -68.6%
. 0.53 0.57 0.58 0.59
t .
Robotics 055 -3.6% +3.6% +5.4% +7.3%
0.32 0.31 0.15 0.11 0.11
' -3.1% -53.1% -65.6% -65.6%
55066.71 17135.91 10118.98 10062.95
55066.71 0% -68.9% -81.6% -81.7%
14.27 14.73 14.94 15.88
feNLP 14.
Safe 69 -2.8% +0.3% +1.7% +8.1%
589 7.78 1.59 0.96 0.97
) +32% -73% -83.7% -83.5%

with the original evaluation of the ACAs-XU benchmark in [38], and we hypoth-
esize that for this particular verification instance, the proof-producing Marabou
is numerically unstable.

To assess robustness under resource constraints, we also report the number
of queries that were successfully solved within the 5-hour timeout and 16GB
memory limit. Table 2 summarizes the number of solved queries for each method.



116 O. Isac et al.

As shown, all three minimization methods outperform the baseline, solving more
queries by avoiding memory blowup during proof construction.

Table 2. Number of ACAsS-XU SAT queries solved, UNSAT queries solved, timed out,
and failed due to memory exhaustion, out of 180 queries.

Method #SAT | #UNSAT | #Timeout | #Memout
Baseline 41 82 0 57

Min. Baseline 39 82 0 59

Dep. Analysis |44 107 29 0

Dep. Min. 44 104 21 11

Dep. Min. Glob. |44 96 20 20

cersyve Benchmark. The CERSYVE suite consists of fully connected feedfor-
ward networks serving as neural certificates for control systems. We ran experi-
ments on a set of 12 networks, with 65 to 198 ReLLU neurons. For each network
we verified a single property, as in the VNNCOMP 2025 benchmark [67]. This
results in a total of 12 queries, out of which 6 are UNSAT. For this benchmark,
all methods successfully verified 11 queries, whereas a single UNSAT query fails
due to memory restrictions when tested on all methods.

Cora Benchmark. The CorRA benchmark consists of local adversarial robust-
ness queries for image classifiers trained on several datasets. For our experi-
ments, we used a subset of these queries on a feedforward DNN with seven
layers of 250 ReLLU neurons each, trained on the MNIST dataset. To extend the
benchmark and improve scalability, each query was further divided into nine
sub-queries, each corresponding to a single possible misclassification option. In
total, this yields 189 queries. The comparison in Table1 was conducted on 104
UNSAT queries solved by all methods.

In Table 3, we report the number of instances verified under a time limit of
5h and a memory limit of 16GB. As previously observed, the analysis and min-

Table 3. Number of CORA SAT queries solved, UNSAT queries solved, timed out, and
failed due to memory exhaustion, out of 189 queries.

Method #SAT | #UNSAT | # Timeout | #Memout
Baseline 1 107 81 0

Min. Baseline 1 106 81
Dep. Analysis 1 118 70
Dep. Min. 0 122 67
Dep. Min. Glob. |1 119 69

OO | O
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imization algorithms increase the total number of solved queries, this time pri-
marily due to improvements in overall running time. Since the reduction in proof-
checking time is more significant than the reduction in verification time (as shown
in Table 1), we conclude that the overall improvement is mainly attributable to
the reduced time of proof-checking.

MaxLeaky Benchmark. The MAXLEAKY benchmark includes a single DNN
trained to classify wine types based on chemical composition [23]. To test our
approach over a DNN which employs various activation functions, we trained a
fresh DNN with 64 ReLU, 32 LeakyReLU, and 16 Maxpool neurons, to classify
the dataset. We then generated a single adversarial robustness query for 133 train
and 44 test data points. This results in a total of 177 queries. The comparison
in Table 1 was conducted on 99 UNSAT and 12 SAT queries solved by all methods.

Table 4 includes the number of instances verified under the limitation of 2.5-
hour time and 2GB memory. The results indicate a minor reduction in the num-
ber of solved queries when introducing the minimization algorithms. This result
is unique, and is likely a result of the relatively moderate reduction of proof
size (see Table1), combined with the small overhead introduced when keeping
additional information for each lemma (see Sect. 3.1).

Table 4. Number of MAXLEAKY SAT queries solved, UNSAT queries solved, timed out,
and failed due to memory exhaustion, out of 177 queries.

Method #SAT | #UNSAT | #Timeout | #Memout
Baseline 12 163 1 1
Min. Baseline 12 160
Dep. Analysis |12 160
Dep. Min. 12 162
Dep. Min. Glob. |12 160

oo —|o
Tt W | | Ot

Robotics Navigation Benchmark. The robotic navigation benchmark [4]
involves DNN controllers for obstacle avoidance. We tested our approach on
2340 queries from this benchmark, where 2126 of them are SAT queries, and 214
are UNSAT. Each query includes a DNN with the ReLLU activation only. The DNN
is comprised of an input layer with 9 neurons, two hidden layers with 16 neurons
each, and an output layer of 3 neurons. For this benchmark, all methods were
able to verify all queries and produce proofs in the time and memory limitations.

SafeNLP Benchmark. The SAFENLP benchmark [17,18] examines robust-
ness to word- and sentence-level perturbations in the embedding space of several
sentences over two fully-connected DNNs. Both DNNs have the same architec-
ture, which is comprised of an input layer of 30 nodes, a single hidden layer
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of 128 nodes with ReLU activation functions, and an output layer of 2 nodes.
The benchmark consists of 1080 queries in total. The comparison in Table 1 was
conducted on 149 UNSAT and 599 SAT queries solved by all methods.

Table 5 reports the number of queries successfully verified within the resource
limits (2.5h and 2GB RAM). Here again, our minimization methods demonstrate
improved performance, reducing memory exhaustion and increasing the number
of successful verification queries compared to the baseline.

Table 5. Number of safeNLP SAT queries solved, UNSAT queries solved, timed out, and
failed due to memory exhaustion, out of 1080 queries.

Method #SAT | ##UNSAT | #Timeout | #Memout
Baseline 599 196 13 272
Min. Baseline 599 194 7 280
Dep. Analysis |599 214 36 231
Dep. Min. 599 219 54 208
Dep. Min. Glob. | 599 |215 42 224

5 Related Work

Producing proofs as witnesses of correctness is a common practice in both SMT
and SAT solving. In both communities, the proof size tends to be significant, lim-
iting their applicability [7,9,36,63]. Our work builds on concepts inspired by lazy
proofs [45], where proof objects are constructed gradually, using only necessary
lemmas. In DNN verification, proof production has been studied only recently,
and in a handful of works [38,61]. The authors of [61] consider a symbolic app-
roach for increasing the reliability of DNN verifiers, which reduces the problem
to an additional SMT query. Our approach is then not directly applicable to [61].

The study of dependencies analysis of UNSAT results has been explored in
various contexts [14,35,42,43,49] often using the name UNSAT core. To the best
of our knowledge, ours is the first to investigate this in the context of DNN
verification. In DNN verification, previous studies have attempted to analyze
dependencies between the phases of neurons as part of the DNN verification
process [13]. As fixing neuron phases could be captured by proof lemmas, it
would be interesting to study the synergies between that approach and ours.

In linear programming, the well-established concept of Irreducible Infeasible
Systems [20] is defined as a minimal set of constraints that maintain unsatisfi-
ablity. The method to detect IISs from [20] has been used in DNN verifiers [29],
and is implemented in the Gurobi linear optimizer [34] often used in DNN ver-
ifiers. Although IIS detection algorithms typically rely on repeated LP solver
invocations, which can be computationally expensive, it presents a compelling
direction for future exploration in this work’s context.
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6 Conclusion and Future Work

In this work, we developed methods to reduce the size of UNSAT proofs gener-
ated by DNN verifiers, as presented in [38]. These proofs can be checked by a
trusted, external proof checker in order to improve reliability of the DNN verifier.
Importantly, DNN verifiers currently assume ideal mathematical implementation
of the DNN itself, and modeling any specific DNN implementations remains a
challenge for the DNN verification community in general [22]. Our goal here is
to improve memory consumption in proof-producing verifiers and reduce proof
checking time, thereby enhancing the practicality of reliable DNN verification.

To this end, we designed an algorithm that analyzes, for each lemma in the
proof, its dependencies on previously derived lemmas. This enables us to elim-
inate lemmas that are eagerly learned but are ultimately irrelevant for proving
UNSAT. In addition, we designed an algorithm to minimize the number of such
dependencies, with two variants. All algorithms have been implemented on top
of the proof-producing version of the Marabou DNN verifier [70].

Our results show that Algorithm 1 reduces proof size by an order of mag-
nitude across multiple benchmarks. The dependency minimization algorithms
further reduces proof size, though more moderately. When comparing the two
variants of the minimization algorithm, both versions achieve similar results on
almost all benchmarks. Moreover, the performance overhead introduced by our
methods is reasonable, especially when considering improvements in proof check-
ing time. Notably, the time overhead from the dependency analysis is reduced
due to the use of some alternative data structures.

Future Work. Moving forward, we intend to continue this work along sev-
eral paths. First, we aim to explore different variants of proof minimization. In
particular, our current algorithms consider a fixed proof vector w, which we
could try to alter in order to reduce the number of dependencies even further.
Additionally, it would be interesting to explore additional alternatives to the
minimization algorithm, attempting to remove dependencies according to other
heuristics, e.g., by their stage of deduction. Furthermore, it would also be inter-
esting to consider the sparsity of the proof vectors and prioritize removing dense
vectors, as they (heuristically) depend on many other bound lemmas.

Second, we aim to extend the proof checker as in [25], to support checking
proofs of bound tightening lemmas. We will then evaluate the reduction of proof-
checking time for this version of the checker as well.

A third direction for future research is extending our work to support addi-
tional subroutines commonly used in DNN verifiers, particularly abstract inter-
pretation. This integration is inherently more complex, as it requires proving
linear relaxations of non-linear constraints. However, once this support is estab-
lished, we believe our proof minimization approach and technique could also be
useful in this context.

Fourth, our work’s analysis method paves the way for a conflict analysis
method, as a part of Conflict-Driven Clause Learning [10,59,60] scheme, which
is commonly used in SAT and SMT solving [8,11]. Conceptually, in search-based
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solving, CDCL identifies subspaces of the search space which are “similar” to
subspaces already traversed, and which were shown not to contain any satisfying
assignment. This similarity guarantees that the new subspaces also do not con-
tain any such assignment, and they can be safely skipped by the verifier. A core
component in CDCL is the generation of conflict clauses, a representation of an
UNSAT subspaces, that guide the solver not to search in other subspaces that are
also guaranteed to be UNSAT. Naturally, the algorithm for deriving conflict clauses
is a key to a successful CDCL framework. Our work can serve as a basis for the
derivation of potentially useful conflict clauses for DNN verifiers—leading to a
significant improvement in their performance. Although several DNN verifiers
employ CDCL or similar algorithms [28,29,50,73], to the best of our knowledge,
none of these use UNSAT proofs for deriving conflict clauses.
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